DEFERRED

ADOPT A NEW INFORMATION SECURITY POLICY
THE CHIEF EXECUTIVE OFFICER RECOMMENDS:

That the Chicago Board of Education (“Board") adopt a new Information Security Policy.
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1.3 OTHER RELEVANT POLICIES :
The foliowing is a list of other Board policies pertaining to information security that are managed
and maintained by OTS.

1.3.1  Member Acceptable Usage Policy, Board Report #04-0428-P0O2, as may be
amended from time to time.

1.3.2 Student Acceptable Usage Policy, Board Report #03-0326-P0O03, as may be
amended from time to time.

1.4 DEFINITIONS OF TERMS
141 USER

Users, as defined in this policy, include all Board employees, students, contractors,
consultants, temporaries, and other computer users at CPS, including those users

i“'l“[‘ A with thitddnactioe uwthn iea Roard anninmant godigr.accoes CRE-datn nerunte~-

142 SERVER

A Server is defined as any computing system that is owned and/or administered by CPS
which provides services to users. Examples include, but are not limited to: email
systems, web servers, video conferencing devices, and file/print servers.

1.4.3 SYSTEM ADMINISTRATOR
A System Administrator is defined as any Board employee, contractor, consultant,
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regularly scheduled basis.
2.44 OTS shall perform regular system audits to verify password compliance.
3.0 NETWORK SECURITY

341 NETWORK SECURITY ARCHITECTURE
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414 All servers must have OTS standard software installed, incfuding, but not limited
to, remote management and anti-virus software.
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rights to the machine.

4.1.6 All devices must have local authentication preventing unrestricted access. Local
accounts and/or console access must be password protected. Local access accounts
must adhere to security policy regarding user account, including password complexity
requirements.

4.1.7 All OTS managed servers must be located in approved data centers or approved
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via a login process combined with a password protected screen saver set to engage in a
reasonable amount of time.

5.0.5 All local accounts must be password protected with passwords that adhere to
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system.

6.0 REMOTE ACCESS
This section covers the use of remote access technologies such as dial-up, Virtual Private
Networking (VPN), and remote control applications.
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7.4 DATA USAGE
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use of Board data.

741 PERTINENT USE OF DATA
Board information shall be only used to conduct Board business. Using internal data for
personal use or for professional use unrelated to Board business is forbidden.

7.4.2 PRIVACY AND CONFIDENTIALITY OF DATA
All users shall ensure the confidentiality of data they work with. Users are expected to







